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PART 1: GENERAL 
 
1. Name 

 
These Regulations are the AIFC Data Protection Amendment Regulations 2024. 

 
2. Commencement 

 
These Regulations commence on 1 March 2025, except section 8 of these Regulations which 
commence on 1 June 2025. 
 

3. Legislative Authority 
 
These Regulations are adopted by the Governor under article 4 of the Constitutional Statute and 
subparagraph 3) paragraph 9 of the Management Council Resolution on AIFC Bodies. 
 

4. Interpretation 
 
Terms used in these Regulations have the same meanings as they have, from time to time, in the 
AIFC Data Protection Regulations, unless the contrary intention appears. 
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PART 2: AMENDMENTS TO AIFC DATA PROTECTION REGULATIONS 
 
5. This Part amends the AIFC Data Protection Regulations. 

 
6. In section 5 (Application of these Regulations), after “These Regulations apply within the 

jurisdiction of the AIFC”, insert – 
 
“(2). These Regulations apply to the Processing of Personal Data:  

 
(a) by automated means; and  
 
(b) other than by automated means where the Personal Data forms part of a Relevant 

Filing System or is intended to form part of a Relevant Filing System.  
 
(3) These Regulations apply as follows:  

 
(a) These Regulations apply to the Processing of Personal Data by a Controller or 

Processor incorporated in the AIFC, regardless of whether the Processing takes 
place in the AIFC or not.  
 

(b) These Regulations apply to a Controller or Processor, regardless of its place of 
incorporation, that Processes Personal Data in the AIFC as part of established 
arrangements, other than on an occasional basis. These Regulations apply to 
such Controller or Processor in the context of its Processing activity in the AIFC 
(and not in a Third Country), including transfers of Personal Data out of the AIFC.  

 
(c) For the purposes of this section 5(3), Processing “in the AIFC” occurs when the 

means or personnel used to conduct the Processing activity are physically located 
in the AIFC, and Processing “outside the AIFC” is to be interpreted accordingly.  

 
(4) These Regulations do not apply to the Processing of Personal Data by natural persons in the 

course of a purely personal or household activity that has no connection to a commercial 
purpose.  

 
(5) These Regulations apply without prejudice to agreements entered into between 1 or more 

AIFC Bodies and:  
 

(a) Third Country governments or governmental authorities;  
 

(b) regulatory bodies or public authorities established under the law of a Third 
Country; or  

 
(c) International Organisations, that address regulating the transfer of Personal Data 

and include appropriate safeguards for the relevant Data Subjects.” 
 

7. After section 9 (Requirements for legitimate Processing), insert – 
 
“9-1. Conditions of consent  

 

(1) A consent must be freely given by a clear affirmative act that shows an unambiguous 
indication of consent if it is to be relied on as a basis for Processing under section 9(a) or 
under section 10(1)(a). If the performance of an act by a Data Controller, a Data Subject 
or any other party, (including the performance of contractual obligations), is conditional 
on the provision of consent to Process Personal Data, then such consent will not be 
considered to be freely given with respect to any Processing that is not reasonably 



 

 

AIFC DATA PROTECTION AMENDMENT REGULATIONS 2024 
 

 

Classification: Restricted 

Classification: Restricted 

necessary for the performance of such act or where the consent relates to excessive 
categories of Personal Data.  
 

(2) Where Processing is based on consent, a Data Controller must be able to demonstrate 
that consent has been freely given.  
 

(3) If the Processing is intended to cover multiple purposes, consent must be obtained for 
each purpose in a manner that is clearly distinguishable, in an intelligible and easily 
accessible form, using clear and plain language.  
 

(4) If a Data Controller seeks to obtain consent for 1 or more other matters not expressly 
concerned with the Processing of Personal Data, the request for consent for the 
Processing of Personal Data must be clearly distinguishable from the other matters, in an 
intelligible and easily accessible form, using clear and plain language.  
 

(5) A Data Subject may withdraw consent at any time in accordance with the right afforded to 
Data Subjects under section 9-2. A Data Subject must be informed of this right and how 
to exercise it as set out in section 9-2 at the time consent is obtained. Withdrawing consent 
must not require undue effort on the part of the Data Subject and must be at least as easy 
as the process of giving consent. Withdrawal of consent does not affect the lawfulness of 
Processing carried out before the date of withdrawal. Where consent is withdrawn a Data 
Controller must comply with section 18.  
 

(6) Other than for the purpose of a Single Discrete Incident, where a Data Controller relies 
on a Data Subject’s consent for Processing, the Data Controller must implement 
appropriate and proportionate measures to assess the ongoing validity of the consent. 
This includes considering whether the Data Subject, acting reasonably, would expect 
Processing to continue based on the consent given, taking into account the circumstances 
and the terms of such consent.  
 

(7) Where such ongoing assessment conducted in accordance with section 9-1(6) concludes 
that a Data Subject would no longer reasonably expect the Processing to be continuing, 
he must be contacted without delay and asked to re-affirm consent. 
 

(8) In the circumstances referred to in section 9-1(7), consent is deemed to be withdrawn if 
there is no positive act of re-affirmation of consent within a reasonable period after a Data 
Subject has been contacted.  
 

(9) A Data Controller must be able to demonstrate to the Commissioner that appropriate 
methods and procedures are in place to manage the recording of consent and the 
withdrawal of consent, and that periodic evaluations of the same are conducted.  
 

(10) Where Processing is not a Single Discrete Incident and continues on the basis of consent, 
a Data Subject must be given the opportunity to re-affirm or withdraw consent on a 
periodic basis.  
 

(11) A “Single Discrete Incident” means a Processing operation or a collection of Processing 
operations that relate to a:  

 
(a) single, non-recurring transaction; or  

 
(b) non-recurring and clearly defined purpose that a Data Subject is seeking to 

achieve, in each case, with a definable end point.  
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(12) For the avoidance of doubt, consent given for Processing to perform a Single Discrete 
Incident remains subject to all foregoing provisions of this section except for section 9-
1(6) and section 9-1(10). 

 
9-2. Right to withdraw consent  

 
(1) Where the basis for the Processing of Personal Data is consent under section 9(a) or 

under Section 10(1)(a), the Data Subject may withdraw consent at any time by notifying 
the Data Controller in accordance with Section 9-1(5). Where a Data Controller has not 
complied with Section 9-1(5) a Data Subject may notify the Data Controller by any 
reasonable means.  

 
(2) The right to withdraw consent is an absolute right available to a Data Subject if the basis 

for the Processing of the Data Subject’s Personal Data is consent under section 9(a) or 
section 10(1)(a).” 

 
8. After section 10 (Processing of Sensitive Personal Data), insert – 

 
"10-1. Designation of the DPO  

 
(1) A Data Controller or Data Processor may elect to appoint a DPO that meets the 

requirements of section 10-2.  
 

(2) Notwithstanding section 10-1(1), a DPO must be appointed by:  
 

 
(a) AIFC Bodies, other than the Court acting in their judicial capacity; and  

 
(b) a Data Controller or Data Processor performing High Risk Processing Activities 

on a systematic or regular basis.  
 
(3) A Data Controller or Data Processor to which section 10-1(2)(b) does not apply may be 

required to designate a DPO by the Commissioner.  
 

(4) If a Data Controller or Data Processor is not required to appoint a DPO, it must clearly 
allocate responsibility for oversight and compliance with respect to data protection duties 
and obligations under these Regulations, or any other applicable data protection law, 
within its organisation and be able to provide details of the persons with such responsibility 
to the Commissioner upon request.  
 

(5) The role of a DPO may be performed by a member of a Data Controller’s or Data 
Processor’s staff, an individual employed within a Data Controller’s or Data Processor’s 
Group in accordance with section 10-1(6) or by a third party under a service contract.  
 

(6)  A Group may appoint a single DPO provided that he is easily accessible from each entity 
in the Group.  
 

(7) A DPO must reside in the Republic of Kazakhstan unless he is an individual employed 
within the organisation's Group and performs a similar function for the Group on an 
international basis.  
 

(8) A Data Controller or Data Processor must publish the contact details of its DPO in a 
manner that is readily accessible to third parties, such that a third party could determine 
how to contact the DPO without disproportionate effort. On request, a Data Controller or 
Data Processor must confirm identity of its DPO to the Commissioner in writing. 
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10-2. The DPO: competencies and status  
 

(1) A DPO must have knowledge of these Regulations and its requirements and must ensure 
a Data Controller or Data Processor monitors compliance with these Regulations.  

 
(2) A DPO must:  

 
(a) have the ability to fulfil the tasks in section 10-3;  
 
(b) be able to perform his duties and tasks in an independent manner, and be able to 

act on his own authority;  
 
(c) have direct access and report to senior management of the Data Controller or 

Data Processor;  
 
(d) have sufficient resources to perform his duties in an effective, objective and 

independent manner; and  
 
(e) have timely and unrestricted access to information within the Data Controller or 

Data Processor organisation to carry out his duties and responsibilities under 
these Regulations.  

 
(3) Without prejudice to the mandatory notification requirements under these Regulations, a 

DPO must be transparent and cooperative with the Commissioner and must notify the 
Commissioner of all relevant information within the Data Controller or Data Processor 
organisation, other than information that is subject to legal privilege or a conflicting 
obligation of non-disclosure under the Applicable Law.  
 

(4) Subject to section 10-3(1)(c), a DPO may hold other roles or titles within a Data Controller 
or Data Processor or within each such Group, and may fulfil additional tasks and duties 
other than those described in these Regulations.  

 
10-3. Role and tasks of the DPO  
 

(1) A Data Controller or Data Processor must ensure that:  
 

(a) its DPO is properly involved in a timely manner, on all issues relating to the 
protection of Personal Data and is given sufficient resources necessary to carry 
out the role;  
 

(b) its DPO is free to act independently; and  
 

(c) any additional tasks and duties fulfilled by its DPO, other than those required 
under these Regulations, do not result in a conflict of interest or otherwise prevent 
the proper performance of the role of the DPO.  

 
(2) A Data Subject may contact the DPO of a Data Controller or Data Processor with regard 

to all issues related to the Processing of his Personal Data and to the exercise of his rights 
under these Regulations.  
 

(3) A DPO performs at least the following tasks:  
 

(a) monitor a Controller or Processor’s compliance with:  
 
(i) these Regulations; 
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(ii) any other data protection or privacy-related laws or regulations to which 

the organisation is subject within the AIFC; and  
 

(iii) any policies relating to the protection of Personal Data, including the 
assignment of responsibilities, awareness-raising and training of staff 
involved in Processing operations, and the related audits; 

 
(b) inform and advise a Data Controller or Data Processor and its employees who 

carry out Processing of its obligations pursuant to these Regulations and to other 
data protection provisions, including where the organisation is subject to overseas 
provisions with extra-territorial effect;  
 

(c) provide advice where requested in relation to data protection impact assessments 
undertaken pursuant to section 10-5;  
 

(d) cooperate with the Commissioner in accordance with section 10-2(3);  
 

(e) act as the contact point for the Commissioner on issues relating to Processing; 
and  
 

(f) receive and act upon any relevant findings, recommendations, guidance, 
directives, resolutions, sanctions, notices or other conclusions issued or made by 
the Commissioner. 

 
10-4. DPO Data Controller assessment  
 

(1) Where a Data Controller is required to appoint a DPO under sections 10-1(2) or 10-1(3), 
the DPO undertakes an assessment of the Data Controller's Processing activities, at least 
once per year (“the Annual Assessment”), which will be submitted to the Commissioner.  

 
(2) A Data Controller reports on its Processing activities in the Annual Assessment and 

indicate whether it intends to perform High Risk Processing Activities in the following 
annual period.  

 
(3) The Commissioner must prescribe and make publicly available the format, required 

content and deadline for submission of Annual Assessments. 
 
10-5. Data protection impact assessment  
 

(1) Prior to undertaking High Risk Processing Activities a Data Controller must carry out an 
assessment of the impact of the proposed Processing operations on the protection of 
Personal Data, considering the risks to the rights of the Data Subjects concerned. A Data 
Controller may also elect to carry out such assessment in relation to the Processing of 
Personal Data that is not a High Risk Processing Activity.  

 
(2) A single assessment may address a set of similar Processing operations that present 

similar risks. If another member of a Data Controller's Group has conducted a data 
protection impact assessment, complying with the requirements of section 10-5(6), in 
relation to substantially the same Processing that remains current and accurate, the Data 
Controller may rely on such data protection impact assessment for the purpose of this 
section.  

 
(3) A DPO, where appointed, shall be responsible for overseeing data protection impact 

assessments.  
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(4) The Commissioner may at his discretion publish a non-exhaustive list of types or 
categories of Processing operations that are considered to be High Risk Processing 
Activities. Such a list is not intended to be exhaustive and does not absolve a Data 
Controller from responsibility for complying with these Regulations in all respects with 
regard to High Risk Processing Activities.  

 
(5) The Commissioner may also publish a list of the types or categories of Processing 

operations for which no data protection impact assessment is required.  
 
(6) A data protection impact assessment must contain at least:  

 
(a) a systematic description of the foreseen Processing operations and the 

purpose(s) of the Processing, including, where applicable, the legitimate interest 
pursued by a Data Controller;  

 
(b) an assessment of the necessity and proportionality of the Processing operations 

in relation to the purpose(s);  
 
(c) identification and consideration of the lawful basis for the Processing, including: 

  
(i) where legitimate interests are the basis for Processing, an analysis and 

explanation of why a Data Controller believes the interests or rights of a 
Data Subject do not override its interests; and  
 

(ii) where consent is the basis for Processing, validation that such consent is 
validly obtained, consideration of the impact of the withdrawal of consent 
to such Processing and of how a Data Controller will ensure compliance 
with the exercise of a Data Subject's right to withdraw consent;  

 
(d) an assessment of the risks to the rights of Data Subjects; and  

 
(e) the measures envisaged to address the risks, including safeguards, security 

measures and mechanisms to ensure the protection of Personal Data and to 
demonstrate compliance with these Regulations, taking into account the rights 
and legitimate interests of Data Subjects and other concerned persons.  

 
(7) Taking into account protection of commercial or public interests or the security of 

Processing operations, a Data Controller must seek the input of Data Subjects or their 
representatives on the intended Processing, where appropriate.  

 
(8) A new data protection impact assessment is not required unless Legislation Administered 

by the Commissioner requires that it is necessary to carry out such an assessment prior 
to undertaking Processing activities, where:  

 
(a) Processing pursuant has a lawful basis in Legislation Administered by the 

Commissioner to which a Data Controller is subject;  
 

(b) Legislation Administered by the Commissioner regulates the specific Processing 
operation or set of operations in question; and  
 

(c) a data protection impact assessment has already been carried out as part of a 
general impact assessment in the context of the adoption of that lawful basis.  

 
(9) A Controller must carry out a review to assess if Processing is performed in accordance 

with a data protection impact assessment:  
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(a) on a regular basis, proportionate to the extent and type of Processing the 
Controller conducts; or  
 

(b) when there is a change in the risk related to the Processing operations.  
 

(10) A Data Processor appointed, or in the process of being appointed, by a Data Controller 
to carry out a Processing activity must assist the Data Controller by providing all 
information reasonably requested by the Data Controller in connection with the relevant 
data protection impact assessment.” 

 
9. After Part 2 (Processing of Personal Data Generally), insert – 

 
“PART 2-1: JOINT DATA CONTROLLERS AND PROCESSORS 

  
16-1. Joint Data Controllers  

 
(1) Where 2 or more Persons jointly determine the purposes and means of Processing 

Personal Data, they will be Joint Data Controllers.  
 
(2) Joint Data Controllers must, by way of legally binding written agreement, define their 

respective responsibilities for ensuring compliance with the obligations under these 
Regulations. Such agreement must clarify the process for ensuring that a Data Subject 
can exercise his rights under these Regulations and for providing a Data Subject with the 
information referred to in sections 17 and 18.  

 
(3) The written agreement referred to in section 16-1(2) or an appropriate summary must be 

made available to an affected Data Subject.  
 
(4) Notwithstanding the terms of any written agreement between the Joint Data Controllers, 

they will remain responsible for all Data Controller obligations under these Regulations 
and the Data Subject’s rights may be exercised under these Regulations in respect of and 
against each of the Joint Data Controllers, regardless of place of incorporation. 

 
16-2. Data Processors and Data Sub-processors  

 
(1) Where Processing is to be carried out on behalf of a Data Controller by a Data Processor, 

the Processing will be governed by a legally binding written agreement between the Data 
Controller and the Data Processor. A Controller must only enter into agreements with 
Processors that provide sufficient assurances to implement appropriate technical and 
organisational measures that ensure the Processing meets the requirements of these 
Regulations and protects a Data Subject’s rights.  
 

(2) A Data Processor must not engage another Data Processor to act as a Sub-processor 
without the prior written authorisation of a Data Controller. A Data Controller may only 
give a general written authorisation where it has ensured that conditions are in place to 
enable appointed Sub-processors (present or future) to provide the assurances under 
section 16-2(1). If a general written authorisation has been given, a Data Processor must 
inform a Data Controller of any intended changes concerning the addition or replacement 
of a Data Sub-processor. A Processor must take into account any good faith objection 
raised by a Data Controller to such intended changes.  
 

(3) Subject to section 16-2(2), a Data Processor may not engage a Data Sub-processor for 
carrying out specific Processing activities on behalf of the Data Controller, unless a legally 
binding written agreement containing the requirements set out in section 16-2(5) is in 
place with such Data Sub-processor that ensures a full delegation of the obligations that 
the Data Processor owes to the Data Controller under the agreement with the Data 
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Controller in respect of such specific Processing activities.  
 

(4) Where a Data Sub-processor fails to fulfil its data protection obligations under an 
agreement or Legislation Administered by the Commissioner, the Data Processor that 
engaged it will remain fully liable to a relevant Data Controller for the performance of the 
Data Sub-processor's obligations.  
 

(5) Each agreement referred to in sections 16-2(1) and 16-2(3):  
 

(a) must set out the:  
 
(i) subject-matter and duration of the Processing;  
(ii) nature and purpose of the Processing;  

 
(iii) type of Personal Data and categories of Data Subjects; and  

 
(iv) obligations and rights of the Data Controller; and  

 
(b) must include commitments that each Data Processor and Data Sub-processor (if 

any) shall:  
 
(i) Process Personal Data based on documented instructions from a Data 

Controller, including sharing of Personal Data in response to a request 
made by any public authority over the person or any part of its Group, or 
transfers of Personal Data to a Third Country or an International 
Organisation, unless required to do so by Legislation Administered by the 
Commissioner to which the Data Processor is subject;  
 

(ii) where Legislation Administered by the Commissioner, as referred to in 
section 16-2(5)(b)(i), applies:  

 
(A) inform any relevant counterparty; or  

 
(B) where there is a chain of Processors and Sub-processors, ensure 

that the Controller is notified, unless the applicable law in question 
prohibits such information being provided on grounds of 
substantial public interest;  

 
(iii)  ensure that persons authorised to Process relevant Personal Data are 

under legally binding written agreements or duties of confidentiality;  
 

(iv) take all measures required pursuant to section 8;  
 

(v) comply with the conditions referred to in sections 16-2(2) and (3) for 
engaging any Data Sub-processor;  

 
(vi) assist a relevant counterparty by providing appropriate technical and 

organisational measures for the fulfilment of the Data Controller's 
obligation to respond to requests for exercising the Data Subject's rights, 
having taken into account the nature of the Processing;  

 
(vii) assist a relevant counterparty in ensuring the Data Controller's compliance 

with the obligations under these Regulations, taking into account the 
nature of Processing and the information available to the Data Processor;  

 
(viii) delete or return all Personal Data to the Data Controller, at the Data 
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Controller’s option, or make the same available for return to a relevant 
counterparty after the end of the provision of services relating to 
Processing, and delete existing copies unless Legislation Administered by 
the Commissioner requires storage of the Personal Data;  

 
(ix) make available to the Data Controller, relevant counterparty or the 

Commissioner (upon request) all necessary information to demonstrate 
compliance with the obligations in this section; and  

 
(x) permit and provide reasonable assistance with audits, including 

inspections, conducted by:  
 

(A) a relevant counterparty;  
 

(B) another auditor mandated by a relevant counterparty; or  
 

 
(C) the Commissioner.  

 
(6) A Data Processor or Data Sub-processor must immediately inform the Data Controller or 

Data Processor (as applicable) whether, in its opinion, the Processing activity 
Contravenes these Regulations. 
 

(7) Adherence by a Data Processor or Data Sub-processor to an approved certification 
mechanism referred to in section 24-2, may demonstrate the sufficiency of the measures 
referred to in section 24-1(1) and 24-1(2).  
 

(8) The Commissioner may publish standard contractual clauses for the matters referred to 
in section 16-2(1) and (3). The incorporation of such clauses in an applicable written 
agreement will be sufficient to discharge the obligations in section 16-2(5)(b)(i) to 16-
2(5)(b)(x) inclusive.  
 

(9) If a Data Processor infringes these Regulations by determining the purposes and means 
of Processing, the Data Processor will be considered to be a Data Controller in respect of 
that Processing and will assume all the responsibilities and obligations of a Data 
Controller.  

 
Both a Data Controller and Data Processor are in breach of these Regulations if they commence 
mutually agreed Processing activity without a written agreement referred to in sections 16-2(1) 
and 16-2(3).” 

 
10. After section 19 (Requirement to notify Commissioner about Personal Data Processing 

operations etc.), insert – 
 
“19-1. Notification of Personal Data Breaches to the Commissioner 

 
(1) If there is a Personal Data Breach that compromises a Data Subject's confidentiality, 

security or privacy, the Data Controller involved must, as soon as practicable in the 
circumstances, notify the Personal Data Breach to the Commissioner.  
 

(2) A Data Processor must notify a relevant Data Controller without undue delay after 
becoming aware of a Personal Data Breach.  
 

(3) A Data Controller or Data Processor must fully co-operate with any investigation of the 
Commissioner in relation to a Personal Data Breach.  
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(4) The notification referred to in section 19-1(1) must at least:  
 
(a) describe the nature of the Personal Data Breach including where possible, the 

categories and approximate number of Data Subjects concerned and the 
categories and approximate amount of Personal Data records concerned;  
 

(b) communicate the name and contact details of the DPO or other contact point 
where more information can be obtained;  
 

(c) describe the likely consequences of the Personal Data Breach; and  
 

(d) describe the measures taken or proposed to be taken by the Data Controller to 
address the Personal Data Breach, including, where appropriate, measures to 
mitigate its possible adverse effects.  

 
(5) Where, and in so far as, it is not possible to provide the information at the same time, the 

information may be provided in phases when available. 
 

(6) A Data Controller must document in writing any Personal Data Breaches, comprising the 
facts relating to the Personal Data Breach, its effects and the remedial action taken. The 
information recorded must be sufficient to enable the Commissioner to verify compliance 
with this section and must be made available without delay on request. 

 
19-2. Notification of Personal Data Breaches to a Data Subject  

 
(1) When a Personal Data Breach is likely to result in a high risk to the security or rights of a 

Data Subject, the Data Controller must communicate the Personal Data Breach to an 
affected Data Subject as soon as practicable in the circumstances. If there is an 
immediate risk of damage to the Data Subject, the Data Controller must promptly 
communicate with the affected Data Subject.  
 

(2) The communication to the Data Subject referred to in section 19-2(1) must describe in 
clear and plain language the nature of the Personal Data Breach and contain at least the 
information provided for in sections 19-1(4)(b) to (d). Such communication must, where 
possible, make recommendations for the Data Subject to mitigate potential adverse 
effects.  
 

(3) Where a communication to the individual Data Subjects referred to in Section 19-2(1) will 
involve disproportionate effort, a public communication or similar measure by the Data 
Controller whereby the Data Subjects are informed in an equally effective manner will be 
sufficient.  
 

(4) If a Data Controller has not already communicated the Personal Data Breach to all 
relevant Data Subjects, the Commissioner may require it to do so, including where the 
Commissioner considers that there is a high risk to the security or rights of the Data 
Subjects involved, or otherwise direct it to make a public communication under section 
19-2(3).” 

 
11. After section 24 (Commissioner’s Objectives and Functions), insert –  
 

“24-1. Certification schemes  
 

(1) A certification scheme may be established for the purposes of enabling a Data Controller 
or Data Processor to demonstrate compliance with these Regulations. Participation in a 
certification scheme is to be voluntary and available by a transparent process.  
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(2) Any certification achieved by a Data Controller or Data Processor does not relieve it of 
any responsibility for compliance with these Regulations.  
 

(3) Certification may only be issued by a certification body approved under Section 24-2 or 
by the Commissioner (if he establishes a certification scheme).  
 

(4) A certification issued under an approved scheme remains valid for a maximum period of 
3 years and may be renewed for equivalent periods, provided the relevant conditions 
continue to be met by the Data Controller or Data Processor in question. The approved 
body or Commissioner must withdraw the certification of a Data Controller or Data 
Processor that is found to no longer meet the requirements for certification.  
 

(5) The Commissioner may maintain a public register of all approved certification bodies and 
relevant schemes.  

 
24-2. Certification and Accreditation  

 
(1) The Commissioner may receive applications for accreditation for the purposes of running 

a certification scheme referred to in section 24-1.  
 

(2) The Commissioner must only award accreditation where a body has:  
 

(a) demonstrated independence and expertise in relation to the subject-matter of the 
certification to the satisfaction of the Commissioner;  
 

(b) undertaken in writing to respect the criteria of the proposed scheme;  
 

(c) established procedures for the issuing, periodic review and withdrawal of data 
protection certification, seals and marks in connection with the proposed scheme, 
including establishing explicitly defined specific criteria for granting or not granting 
certification to an applicant;  
 

(d) established procedures and structures to handle complaints about infringements 
of the certification or the manner in which the certification has been, or is being, 
implemented by a Data Controller or Data Processor, and has made those 
procedures and structures transparent to Data Subjects and the public;  
 

(e) demonstrated, to the satisfaction of the Commissioner, that its tasks and duties 
do not result in a conflict of interests; and  
 

(f) demonstrated its compliance with any criteria for accreditation approved by the 
Commissioner and made public from time to time, whether via Rules or otherwise.  
 

(3) The Commissioner must revoke accreditation if he believes the above conditions are not 
met or if the body has Contravened these Regulations.  
 

(4) The body applying for accreditation must make available all information in written form 
necessary or requested by the Commissioner, in order for him to make a determination 
for the purposes of section 24-2(2).  
 

(5) The maximum period of any accreditation is to be 5 years, subject to renewal provided 
the body can demonstrate continuing compliance with all relevant requirements.  
 

(6) When accredited, a certification body is responsible for the proper assessment of a 
Controller or Processor leading to the certification or the refusal or withdrawal of 
certification regardless of responsibility of the Controller or Processor for compliance with 
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these Regulations.” 
 

12. In paragraph 3 (Definitions for these Regulations) of Schedule 1: Interpretation: 
 

(a) after definition of ‘AIFC Rules’, insert – 
 

“Annual Assessment has the meaning given in section 10-4(1). 
 
Applicable Law means all applicable laws, statutes, codes, ordinances, decrees, rules, 
regulations, municipal by-laws, judgments, orders, decisions, rulings or awards of any 
government, quasi-government, statutory or regulatory body, ministry, government agency or 
department, court, agency or association of competent jurisdiction.” 
 
(b) after definition of ‘Data Processor’, insert – 

 
“Data Sub-processor means a processor appointed by the Processor as set out in section 
16-2(2).” 
 
(c) after definition of ‘Document’, insert – 

 
“DPO means a data protection officer appointed by a Controller (including a Joint Controller), 
or Processor to independently oversee relevant data protection operations in the manner set 
out in sections 10-1, 10-2, 10-3 and 10-4.” 
 
(d) after definition of ‘Governor’, insert – 

 
“Group means any group of entities that are related to each other by virtue of being 
Subsidiaries of the same Ultimate Holding Company or subsidiaries of any such Subsidiaries. 
Ultimate Holding Company and Subsidiary have the meaning given in section 2 of Schedule 
1 (Interpretation) of the AIFC Companies Regulations.” 
 
(e) after definition of ‘Guidance’, insert – 

 
“High Risk Processing Activities means Processing of Personal Data where 1 or more of 
the following applies:  

(i) Processing that includes the adoption of new or different technologies or 
methods, which creates a materially increased risk to the security or rights of a 
Data Subject or renders it more difficult for a Data Subject to exercise his rights; 

(ii) a considerable amount of Personal Data will be Processed (including staff and 
contractor Personal Data) and where such Processing is likely to result in a high 
risk to the Data Subject, including due to the sensitivity of the Personal Data or 
risks relating to the security, integrity or privacy of the Personal Data; 

(iii) the Processing will involve a systematic and extensive evaluation of personal 
aspects relating to natural persons, based on automated Processing, including 
Profiling, and on which decisions are based that produce legal effects 
concerning the natural person or similarly significantly affect the natural person; 
or 

(iv) a material amount of Sensative Personal Data is to be Processed.” 
 

(f) after definition of ‘Identifiable Natural Person’, insert – 
 

“Joint Data Controller means any Data Controller that jointly determines the purposes and 
means of Processing with another Data Controller.” 

 
(g) after definition of ‘Personal Data’, insert – 
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“Personal Data Breach means a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data 
transmitted, stored or otherwise Processed.” 
 
(h) after definition of ‘Process’, insert – 

 
”Profiling means the automated Processing of Personal Data to evaluate the personal 
aspects relating to a natural person, in particular to analyse or predict aspects concerning the 
person's performance at work, economic situation, health, personal preferences or interests, 
reliability or behaviour, location or movements.” 
 
(i) in the definition of ‘Sensitive Personal Data’:  

 
(i) after “(directly or indirectly)”, omit “racial or ethnic origin, communal origin,”; 
(ii) after “sex life”, insert “and including genetic data and biometric data where it is 

used for the purpose of uniquely identifying a natural person.” 
 

(j) after definition of ‘Sensitive Personal Data’, insert – 
 

“Single Discrete Incident has the meaning given in section 9-1(11). 
 
Third Country means a jurisdiction other than the AIFC, whether in the Republic of 
Kazakhstan or elsewhere.” 

 
 

 
 
 
 
 

 
 
 


